
REMOTE MONITORING OF FLEXIBLE PROTECTION SYSTEMSB12

ABSTRACT
The Geobrugg GUARD monitoring system is designed to permanently monitor flexible protection systems against natural hazards such as 

rockfall, avalanche and debris flow. The primary use is the automated 24/7 monitoring of the barrier. This system also supports inspection 

and maintenance units in decision-making and planning the on-site inspections. This contribution discusses the use of the monitoring sys-

tem and shows how it supports managers and natural hazards experts in decision-making, inspection, and maintenance. Differences from 

other monitoring systems such as warning and alarm systems are highlighted, too. Then, different use cases are highlighted ranging from 

rockfall to corrosion monitoring to snow loads in wintertime. 

INTRODUCTION
Flexible steel protection systems against natural hazards are often difficult to access when installed in mountainous areas and inherently 

become difficult to monitor, maintain and repair. Many events might go unnoticed, and an appropriate protection of the assets below cannot 

be kept upright. Furthermore, experience has shown that the corrosion classes, according to ISO 14713-1:2009, can vary strongly on small, 

localised area (Hofmann, 2020). A digital device called Geobrugg GUARD monitors flexible steel protection systems in case of dynamic 

impact events, load surcharge and corrosivity. This contribution highlights the use of the monitoring system and shows how it supports 

managers and natural hazards experts in decision-making, inspection, and maintenance topics.

DIFFERENCE BETWEEN WARNING SYSTEMS, ALARM SYSTEMS AND MONITORING SYSTEMS FOR PROTECTION STRUCTURES
Practical guides and manuals published by both the Swiss Federal Office for the Environment and for Civil Protection distinguish between 

early warning systems, alarm systems and combined systems to monitor gravitational natural hazards (FOEN 2020, Sättele & Bründl, 2015). 

Table 1 classifies the different types of systems. Warning systems measure a slow process (i.e., crack measuring in a rock face) and indicate 

when a process is more likely to occur. Alarm systems measure natural hazard processes as soon as they happen and induce an action 

required (e.g., closing of the roads, evacuation of people). Protection structure monitoring systems such as the GUARD map the structure’s 

life cycle. This means giving information on the frequency and magnitude of impacts on a flexible protection structure, information on the 

loading of the structure's wire ropes, and information about the ongoing on-site corrosion of the steel wires. With this a relatively complete 

picture of the flexible barrier is given, instead of only one information per sensor.

Table 1: Definitions of warning and alarm systems for gravitational natural hazards according to FOEN (2020) and comparison with protection system monitoring such as GUARD.
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GUIDELINES AND BEST PRACTICES ON INSPECTION AND MAINTENANCE
Manuals and standards defining inspection and maintenance of protection systems against gravitational natural hazards are, for example, 

available for Switzerland (FOEN, 2020 and Canton of GR, BE, VS 2018) and Austria (ONR 2021). The guidelines define responsible bodies 

for operation, monitoring and maintenance and the necessary means for those tasks (e.g., inspection intervals). Other countries may have 

defined their own rules and regulations, or best practice cases for the inspection of civil engineering works are available. Generally, owners 

or operators of the protection structures (road authorities, railway authorities, forestry etc.) are responsible for ensuring that the system's 

function is permanently given and for the inspection and maintenance of said protection structures. They are also responsible for compli-

ance with local standards and guidelines (FOEN, 2020; Canton of GR, BE, VS, 2018; and ONR, 2021). Typically, inspection is divided into 

regular inspection, foreseen inspection after detected rockfall events without a sensor and after extraordinary meteorological events that 

increase the risk of impacts on the protection structure. Guidelines recommend regular inspection once or twice a year, e.g., in spring and 

before winter for alpine countries. Most of the guidelines recommend inspection after heavy precipitation and storms (to check whether 

a protection system is filled and needs maintenance). Heavy rainfall and thunderstorms are not clearly defined by the guidelines. It is rec-

ommended to discuss which limit values shall be chosen for the area with local experts in meteorology. The Austrian guideline ONR 24810 

specifically states that regular inspection can be omitted in case of a suitable permanent monitoring system of the protection structure.

Besides gravitational natural events, corrosion is the most important factor for a reduced service life of installations (Hofmann 2020, Hof-

mann, 2021). Nowadays, the corrosiveness of the environment is defined according to ISO 12944-2 (2017). This environment definition 

leaves a great deal of scope for interpretation. 

Figure 1 shows a typical calculation for the theoretical service life prediction of zinc wire coatings (applied according to DIN EN 10244-2 

(2009)). Using ISO 12944-2 (ISO, 2017) for the service life-time calculations, the results in the example give a span of factor 3 (between 30 

and 90 years) for an average corrosion class C3. For designers, it is often difficult to choose the appropriate corrosion class correctly and the 

effective lifetime of coatings is difficult to assess. Furthermore, the working life of a rockfall barrier without any impacts is set to 25 years 

in category C2, according to the EAD Falling Rock Protection Kits (EAD 2018). In a higher category, the working life decreases to 10 years.

Figure 1: Typical calculation for the service life prediction of zinc wire coating according to ISO 12944-2 (ISO, 2017)

METHODOLOGY
The GUARD monitoring system combines measurement devices and a specially developed online monitoring platform. The device is in-

stalled on the rope of a flexible protection system. It contains sensors that transmit environmental and physical data over a mobile network. 

The different sensors are a rope force measurement [0 kg - 30’000 kg], an acceleration measurement [0 g - 200 g], a corrosion sensor, tem-

perature [-50° C to 80°C] and humidity measurement [0% - 100%]. Notifications and recommended actions can be defined within the online 

monitoring platform depending on the urgency of different pre-defined problems. Table 2 below gives an overview on relevant sensors, 

levels of urgency and possible notifications and actions for both load cases and the corrosion rate measurements. The devices work with a 

battery lasting 7 to 10 years, depending on the environment. Data transmission works only over mobile networks for now; this can present 

a limitation in certain regions where the network is poor. In alpine regions, the mobile network is improving wherever infrastructure is 

present.
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Table 2: Relevant sensors, levels of urgency and possible notifications and actions 

The usefulness of this monitoring device is demonstrated through three case studies covering rockfall impacts, snow loads and corrosion. 

The sites are situated in Norway, Luxembourg and Austria.

On the north Norwegian island Sørøya, flexible snow retention structures were installed in 2019 to protect this remote - and touristic - road 

from rockfall and avalanches. High-tensile steel barriers are exposed to rockfall in summer and avalanches in winter, and they are also close 

to the sea (see Figure 2a). This means corrosion is a permanent threat. The Norwegian authorities requested a solution to monitor and report 

impacts or slow filling of the barriers. They were also interested in knowing about any corrosive effects of the nearby Barents Sea on the 

barriers - not an average calculation, but real-time measurements.

In Michelau in Luxembourg, a road has been protected for years by two rockfall barriers. This location has a very high rockfall activity and 

therefore the rock debris must be removed regularly, requiring regular fence inspections. Not only small events can fill the barrier over time. 

Also, large rockfall events can occur. The rockfall barriers must then be emptied immediately. All in all this represents much manpower to 

keep the rockfall barriers operational at all times.

Finally, in Mellitz in Austria, a road is protected from rockfall by a set of flexible barriers. Due to the high snowfall in this region, Geobrugg 

GUARDs were installed for test purposes. The aim was to confirm that the Geobrugg GUARD reliably measures the slowly increasing snow 

load over winter. A standard certified rockfall barrier can take up to a certain snow load. If higher snow loads are expected, then barrier 

modifications often become necessary, resulting in the loss of certification of said barrier. Measuring the snow loads in a certain location 

allows for a realistic number or order of magnitude. It helps in planning further barriers in the same area, for example, avoiding under or 

over-dimensioning.

MONITORING RESULTS FOR ROCKFALL, SNOW LOADS AND CORROSION
SØRØYA, Norway: In the first phase, three GUARD monitoring devices were placed in different locations within the barrier field (see Fig-

ure 2b). An early finding was that corrosion is significantly higher of the barriers close to the sea than of those further up the slope. These 

are more frequently and more severely affected by rockfall. Today, authorities can use data to decide when maintenance work should be 

undertaken due to rockfall as well as plan and budget the replacement of components regarding corrosion. This way, inspection trips can 

be reduced, and maintenance works can be bundled. More importantly, safety increases since assessments can be taken when an event is 

reported by the GUARD.
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Figure 2a: Overview of the snow and rockfall protection at Sørøya.

Figure 2b: Detail of the monitoring system

MICHELAU, Luxembourg: Nine Geobrugg GUARD devices were installed on the two fences to guarantee constant monitoring. Thanks to the 

acceleration sensor, larger rock impacts can be detected. The force measurement, on the other hand, measures the slow filling of the fence. 

In this example, a large rockfall is reported (see Figure 3a), with the simultaneous detection of the impacts by all GUARDs, with varying 

magnitudes depending on their respective location relative to the impact itself (see Figure 3b).

Figure 3a: rockfall event (Administration des ponts et chaussées Division de la voirie de Diekirch and GEO Benelux) and

192CONFERENCE PROCEEDINGS | INTERPRAEVENT 2024



3b : acceleration peaks of all sensors recorded simultaneously.

MELLITZ, Austria: Three Geobrugg GUARD devices were installed to monitor snow loading in the rockfall barriers constantly. The force 

measurement measures accurately the slow filling of the fence as well as the melting process during spring and early summer. This enables 

measuring the snow load in the winter months (see Figures 4a and 4b) and assessing the effective loads on the ropes.

Figure 4a: Monitoring device installed on rockfall barriers subjected to snow loads in wintertime. 

4b: increasing forces on the ropes reflect the growing snowpack.

CONCLUSIONS
This monitoring device addresses the usefulness of the permanent surveillance of protection barriers in certain settings where access and 

visibility are poor or for sensitive infrastructure. This provides added value and efficacy for owners, managers and inspection and mainte-

nance crews. GUARD devices mounted on ropes of the protection system measure vital parameters such as rope forces, accelerations, and 

corrosion rates autonomously. This allows for 24/7 surveillance of the structure and the notification of expert staff in case of an impact. The 
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corrosion rate measurement may assess on-site corrosion conditions, and realistic lifetime determination is possible. The GUARD monitor-

ing system supports protection system owners and decision-makers in their daily work. It helps to make inspection and maintenance more 

reliable and predictable.
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