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Early warning systems (EWS) are increasingly applied for mitigating natural hazard risks, but their effect on
risk reduction and their economic benefit has rarely been evaluated in a quantitative way. The project 
ReWarn was initiated to develop a method for assessing the effectiveness and the reliability of EWS.A 
guideline summarizes the most important findings of the project to support decision makers, who are in 
charge of planning and operating EWS. In a first step, we provide a classification for  site specific EWS,
which are divided into alarm and warning systems. In a second step, we determine the factors that influence 
the reliability for each system class with respect to i) technical reliability and ii) inherent reliability. A
summary of a model for assessing the reliability of a debris flow alarm system is provided to illustrate how 
such analyses inform the final recommendations for increasing the technical and inherent reliability of EWS.
A technically reliable EWS is based on a redundant system configuration and a control system; its 
components are protected from external failure sources. The inherent reliability of the EWS is increased 
through a multi-level monitoring approach and depends on warning thresholds, the selection of appropriate 
sensors and sensor locations, the quality of models and human response. These and other findings are 
collected in the guidelines in a comprehensive form, to support practitioners in developing and operating 
reliable and cost-efficient EWS. 
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1. CLASSIFICATION OF EWS 
Early warning systems (EWS) for natural hazards 

are operated worldwide. They should generate 
information in a timely manner to allow endangered 
persons to act and take appropriate prevention 
measures before damage occurs [UNEP, 2012]. To
be able to identify those factors that have a main 
influence on the reliability of EWS in a structured 
manner, we classify site specific EWS into a) alarm 
and b) warning systems. These classes are defined 
based on an analysis, in which we identified and 
investigated the design of about 50 active site-
specific EWS in Switzerland. The assignment of an 
EWS to one of these two classes depends on specific 
characteristics of the natural hazard process such as 
the parameters it provides for monitoring and the 
related lead time [Sättele et al. 2012, CCES, 2013]: 

a) Alarm systems detect ongoing hazard events 
and automatically initiate an alarm, e.g. in the form 
of red lights accompanied by sirens. The accuracy of 
the prediction of the natural hazard process is high, 
but the resulting lead time is short. The alarm 
decision is based on a predefined threshold. Alarm 

systems are often installed to prevent damages 
caused by natural hazard processes that built up fast 
time such as debris flows, snow avalanches and rock 
falls. 

b) Warning systems aim to detect significant 
changes in the environment before a hazard event 
starts and allow decision makers to analyze the 
situation and decide on appropriate intervention 
measures. The information content of the monitored 
data is lower at this early stage, but the lead time is 
extended. The initial warning to the experts is based 
on predefined thresholds; the final decision is made 
by expert teams using models. In Switzerland, 
warning systems are mainly operated for processes 
that build up slowly such as rock slides, avalanches 
and permanent, deep-seated landslides. 

Although warning and alarm systems differ in 
their functionality, all EWS can be systematically 
divided in three main units and three underlying sub 
units (Fig. 1). The main functions include processes 
within the monitoring, the data interpretation and the 
unit for information dissemination. To ensure the 
functionality of those three main units, the EWS 
must have access to a continuous power supply and 
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be monitored by a control system. Operation plans
summarize responsibilities and processes for the 
daily operation, for maintenance and for the case of 
a hazard event. 

Fig. 1: Units of an early warning system from [FOCEP, draft].

 

2. RELIABILITY OF EWS  
An EWS is reliable if it fulfills its expected 

function over a certain time period [IEEE, 2010]. A 
reliable EWS detects dangerous events and 
generates information in a timely manner to allow 
endangered persons to act appropriate and to prevent 
damages.  This reliability determines to which level 
the presence probability of people and mobile 
objects is reduced. The reduced presence probability 
determines the level of risk reduction, which 
corresponds to the effectiveness of the EWS. The 
risk Rij to object i in scenario j can be calculated as 
[Bründl et al., 2009]: 

(1)

where pj is the probability of occurrence of a 
scenario j, peij is the presence probability of object i
in scenario j,  vij is the vulnerability of object i in 
scenario j  and Ai  the value of object i. To obtain the 
overall risk, the risk of all considered scenarios and 
to all exposed objects is summed up.  

In [Sättele et al., submitted] we propose a 
framework for determining the effectiveness, i.e. the 
achieved risk reduction, of an EWS based on its 
reliability. Therein we distinguish between the 
technical and the inherent reliability.  

2.1 Technical reliability  
The technical reliability of an EWS is a result of 

the reliability of system components and their 
configuration within the system. The probability of a 
failure for an individual system component at time 
is calculated as [Straub, 2012]: 

(2)

where is the failure rate of the system 
component and is the expected time it takes to 

detect and repair a failure. This approximation is 
valid for small values of  , i.e. for  . For 
EWS that are equipped with a control system, 
is typically small, because component failures are 
automatically detected in a timely manner. The 
failure rate of a system component includes both 
the internal failure rate and the rate of failures 
caused by external influences : 

(3)

The internal failure rate can be directly 
derived from the Mean Time To Failure (MTTF) or, 
for repairable parts, from the Mean Time Between 
Failure (MTBF), as specified by the suppliers. 
Because system components are commonly installed 
in rough alpine terrain, the rate of failures  due 
to external causes such as lightning, overvoltage,
humidity, is often considerably higher than the 
internal failure rate . The rates of external failure 
are more difficult to quantify. Estimates of experts 
and historical data can be of valuable assistance.   

The overall technical reliability of alarm and 
warning systems is a function of the failure rate of 
individual components and the configuration of 
these components in the system (Fig. 2). The higher 
the number of components that are connected in 
series, the higher is the failure probability of the 
EWS (Fig. 2a). Redundancies are duplications in 
form of identical or different system components 
which full fill the same function and increase the 
reliability (Fig. 2b). The benefits that can be gained 
through redundancies are destroyed if the redundant 
components do all depend on the state of  one 
certain factor e.g. redundant sensors depend on the 
functionality of the same data logger (Fig. 2c).  

Fig. 2: Possible configuration of a system: a) components in 
series, b) redundancies of same and different components, c) 
dependencies. 
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2.2 Inherent reliability  
The inherent reliability is the general ability of a 

system to detect hazard events and to avoid damage. 
This requires that the main units and their sub-
components work without failure [FOCP, draft]: 

� The monitoring unit generates a high quality 
monitoring data basis, which allows a proper 
interpretation.   

� The data interpretation is based on an 
appropriate algorithm or method, which is able 
to distinguish between noise and hazard events.  

� The information dissemination is generated in a 
timely manner and endangered persons comply 
with the intervention measures.  

The inherent reliability of an alarm system can be 
expressed by the Probability of Detection (POD) and 
the Probability of False Alarms (PFA). The POD of 
an alarm system depends on the data quality and the 
ability of the system to interpret this data. This 
decision is based on a predefined alarm threshold.  
The PFA is necessary to calculate the reduced 
presence probability of the alarm system, and to take 
the effect of false alarms on the compliance with the 
intervention measures into account. 

However, the inherent reliability of warning 
systems cannot be described through POD and PFA 
alone; it also depends on the lead time. If the lead 
time is too short, the intervention (e.g. evacuation) 
will not be successful; if the intervention measures 
are implemented to early, economic costs can be 
high and the acceptance of future warnings is 
reduced. Thus the inherent reliability of warning 
systems must take human decision making and the 
quality of applied models, into account. 

3. THE ILLGRABEN CASE STUDY   
We exemplarily present the Illgraben case study, 

to illustrate how reliability analyses provide insights 
that help us in establishing the guideline to support 
practitioners in developing and operating effective 
and reliable EWS. The case study is described in 
detail in [Sättele et al., submitted]. The Illgraben 
catchment ranges from 610 m a.s.l. to 2716 m a.s.l. 
with half of the catchment area (~ 4 km2) covered 
by bedrock and debris deposits. Due to the 
geological conditions there is a remarkably high 
occurrence rate of debris flows. The latest damaging 
event occurred in 1961; since that several smaller 
and middle sized flood and debris flow events occur 
every year, but remain in the channel [Badoux et al., 
2009]. Since 2006, the Swiss Federal Institute for 
Forest, Snow and Landscape Research WSL, 

operates an alarm system to detect debris flows that 
endanger people crossing the catchment in the lower 
part. In the Illgraben case study, recorded sensor 
data from the period between 1st of May 2008 and 
24th September 2012 were used. During this period, 
44 debris flow events were recorded on 883 days.  

The monitoring unit consists of five sensors. One 
geophone is controlled by a logger in the upper 
catchment and two geophones and two radar devices 
are controlled by a second logger, 200m below. 
Alarm calls are automatically issued if predefined 
thresholds are exceeded and submitted via mobile 
network to the valley and to three alarm units next to 
the crossing.  

The reliability of the Illgraben debris flow alarm 
system is probabilistically modeled with a Bayesian 
Network (BN) (Fig. 3). BNs allow the quantification 
of both the technical reliability and the inherent 
reliability and are valuable tools to optimize the 
effectiveness of existing systems [Sättele et al., 
submitted]. The nodes of a BN represent random 
variables to express the uncertain state of a 
component. The arcs represent the causal 
probabilistic dependencies between the nodes 
[Jensen & Nielsen 2007]. Nodes have a child-parent 
relationship and the probabilities of the states of a 
child node are expressed in conditional probability 
tables (CPTs).  

To assess the technical reliability of the Illgraben 
system we calculate for individual 
components according to equation (2) and 
incorporate them in the BN (white nodes in Fig. 3).
In the CPTs of the child nodes we define 
dependencies among these components  [Sättele et 
al., submitted].  

Values for were derived from specified MTTF 
and MTBF values; and are typically about 

. The external failure rates 
were estimated from repair records and experience 
of system stakeholders with 
for all components. We set the mean repair time to 

, because the Illgraben alarm system is 
equipped with a control system, which detects 
component failures and allows an immediate repair 
within one day or the implementation of additional 
preventive measures.  

The Illgraben case study revealed that the 
probability for individual components to fail is in the 
order of . A study conducted 
by the Swiss Federal Office for Civil Protection 
found that for public mobile networks is 
in the order of [FOCP, 2013]. The 
probability of a failure of the mobile network is thus 
dominating the technical reliability. 
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Fig. 3: Bayesian Network to model the reliability of the Illgraben alarm system: main functionalities (dark grey node), technical 
system components (white nodes) and alarm thresholds (light grey squared nodes) from [Sättele et al., submitted].

The overall probability of technical failure of the 
Illgraben system is calculated with the BN as 

(Fig. 3). This high reliability is 
achieved through the redundant monitoring unit with 
different sensor types. The weak point within the 
Illgraben system configuration is the data 
transmission. The mobile network has a high failure 
rate and is not redundantly designed. In addition, the 
data transmission relies on a large number of 
components, which are connected in series. 

To assess the inherent reliability of the Illgraben 
alarm system, Receiver Operator Characteristics
(ROC) were calculated through the BN. ROC curves 
are frequently used in signal detection theory, and 
are a graphical tool to present POD and PFA for 
different thresholds [Fawcett, 2006]. To determine 
POD and PFA for the Illgraben system we 
incorporated sensor data of all five sensors (dark 
grey nodes representing the signal of geophone 1-5 
and radar 1-2 in Fig. 3) and thresholds (squared light 
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grey nodes in Fig. 3) in the BN. For the data of each 
sensor a probability distribution was fitted for event 
days and for days on which no events occurred and 
incorporated with predefined thresholds in the BN. 
The inherent reliability for individual sensors and 
the inherent reliability of the complete system was 
calculated with the BN, by setting the top node to 
the state “event” for computing the POD, or by 
setting the top node to “no event” for computing the 
PFA. The resulting ROC curves for the individual 
sensors are presented in Fig. 4.

Fig. 4: ROC curves for sensors of the Illgraben alarm system 
vary significantly in their performance; from [Sättele et al., 
submitted]. 

As evident from (Fig. 4), the inherent reliability 
of the individual sensors varies significantly among 
sensors. The best sensors are those that come closest 
to the upper left corner (POD=1, PFA=0). Geophone 
1 is close to this optimum, whereas radar 2 and 
geophone 2 are far from this optimum. It is obvious 
that identical sensors located at different positions 
relative to the release area lead to different 
reliability.  

In Sättele et al. [submitted] we extend the BN to a 
decision graph to identify the alarm threshold that 
maximizes the system effectiveness for each sensor. 
With this optimal threshold we obtain a POD of 
0.996 and a PFA of for the Illgraben 
alarm system. 

4. GUIDELINES FOR DECISION 
MAKERS 
In 2011, the project ReWarn was initiated by the 

Swiss Federal Office for Civil Protection (FOCP) to 
assess the reliability and the environmental viability 
of EWS. The project includes two main parts: i) The 

development of a method to quantify the reliability 
of EWS. With such a method, EWS should become 
comparable to alternative measures of an integrated 
risk management concept in cost-benefit analyses. ii)
The establishment of a comprehensive guideline to 
support decision makers in the development, 
implementation and operation of cost-efficient and 
highly reliable EWS.  

To create a guideline on a scientific basis, the 
case studies, which we conduct in part i), provide 
valuable insights that help to identify key factors 
influencing the reliability of EWS. The final 
guideline includes relevant background knowledge 
about natural hazard processes, the available 
monitoring options and a structured classification of
EWS. It also includes detailed descriptions of 
example EWS that are currently operated in 
Switzerland and decision tools.   To support decision 
makers, the guideline provides checklists. These 
checklists address relevant questions on the 
reliability of EWS and the operation of the EWS and 
consequently allow a comprehensive system 
evaluation. In the following, key factors with a 
significant influence on the technical and the 
inherent reliability of an EWS are summarized. 

4.1 Recommendations to increase the technical 
reliability of an EWS 

To increase the technical reliability of an EWS, 
we recommend to:   

� incorporate redundancies  
� avoid dependencies, especially for 

redundant components 
� protect components from external influences 
� reduce the number of components in series  
� plan an independent control system to detect 

failures 
� ensure continuous power supply for all 

components 
� compile an operation plan as maintenance is 

important for reducing downtimes  

4.2 Recommendations to increase the inherent 
reliability of an EWS 
The inherent reliability of an EWS will increase if 

decision makers consider the following aspects: 

Reliability of monitoring unit 
� understand the natural hazard process and 

monitor relevant parameters  
� measure multiple monitoring parameters 

with different sensors 
� choose positioning of sensor carefully 
� incorporate redundant sensors 
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� ensure that measurement frequency / timely 
resolution is adequate for a specific situation 

Reliability of data interpretation 
� choose alarm thresholds carefully after a 

pilot phase and adapt them over time, 
especially for alarm systems,  where 
decisions are taken automatically 

� for warning systems; consider human 
aspects such as risk aversion, experience, 
availability of experts/decision makers 

� use adequate models and be aware of 
uncertainties and necessary resources (time, 
experts) to apply the model appropriately  

Reliability of information dissemination 
� evaluate the compliance probability for 

intervention measures and take the effect of 
false alarms, the possibility to ignore 
measure,  etc. into account.  

� consider the optimal lead time, unnecessary 
interruptions vs. successful implementation 
of measures 

5. CONCLUSION  
Reliability analyses are applied to support the 

development of a guideline for decision makers. The 
guideline is based on results of holistic reliability 
analyses which address both, the inherent and the 
technical reliability of EWS.  

A reliable EWS incorporates redundancies, 
protection and control instances. Economic 
limitations do often lead to weak points in the 
system configuration. These flaws are tolerable, if
the resulting risk is considered and understood by all 
system stakeholders.  

The inherent reliability of the EWS, especially of 
warning systems, depends on a number of factors.
The lead time, human acting and model qualities all 
have an influence on the inherent reliability. In an 
ongoing case study, we investigate the influence of 
the model quality and human response in detail. 
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